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Abstract

The paper presents security platform based on agents
as an efficient and robust solution for high-performance in-
trusion detection system designed for deployment on high-
speed network links. The proposed detection algorithm is
based on extension of trust modeling techniques with rep-
resentation of uncertain identities, context representation
and implicit assumption that significant traffic anomalies
are a result of potentially malicious action. The heteroge-
neous anomaly detection methods are used by cooperating
agents and then correlated using a reputation mechanism.
To satisfy the performance requirements, wire-speed data
acquisition layer is based on hardware-accelerated Net-
Flow probes that provide overview of current network traf-
fic. The output of multi-agent detection layer is presented to
operator by a dedicated analyst interface agent, which re-
trieves additional information to facilitate incident analysis.
Our performance results illustrate the potential of combi-
nation of high-speed hardware with agents-based detection
and advanced analyst interface.1

1. Introduction

The goal of the presented work is to use an agent plat-
form as a security layer in the Network Intrusion Detection
System (NIDS), together with low-level high-speed traf-
fic acquisition and preprocessing layer based on dedicated
adaptive hardware and high-level operator interface. To face
the problem of high false positive rates in today’s NIDS,
the proposed mechanism of the security agents platform is
based on extension of trust modeling techniques with repre-
sentation of uncertain identities, context representation and
implicit assumption that significant traffic anomalies are a
result of potentially malicious action.

1This material is based upon work supported by the European Research
Office of the US Army under Contract No. N62558-07-C-0001. Any opin-
ions, findings and conclusions or recommendations expressed in this ma-
terial are those of the author(s) and do not necessarily reflect the views of
the European Research Office of the US Army. Also supported by Czech
Ministry of Education grants 1M0567 and 6840770038.

In our approach, we have decided not to develop a novel
detection method, by rather to integrate existing methods
with an extended trust models of a specialized agent. This
combination allows us to correlate the results of the used
methods and to combine them to improve their effective-
ness. Our main research goal is to combine the efficient
low-level methods for traffic observation, with multi-agent
detection process to detect the attacks with comparatively
lower error rate, and to provide the operator with efficient
incident analysis layer. Analysis layer supports operator’s
decisions about detected anomalies by providing additional
information from related data sources. It is also responsible
for visualization of the anomalies and the detection layer
status.

2. Related Work
The basic principle, how to detect and uncover the net-

work anomalies, especially without any feedback from the
affected hosts, is to analyze the patterns in the traffic data,
compare them with normal behavior and conclude whether
the irregularity corresponds to a known attack profile or
not. This approach to Network Intrusion Detection, typi-
cally based on the flow information is currently an impor-
tant field of research into anomaly based intrusion detec-
tion. Numerous existing systems, based on traffic volume
analysis modeled by Principal Component Analysis meth-
ods [3], models of entropy of IP header fields for relevant
subsets of traffic [13, 5], or just count of the flows corre-
sponding to the selected criteria [2] offer each a particular
valid perspective on the network traffic.

3. Anomaly Detection Approaches
Table 1 provides a very high-level assessment of es-

timated usefulness of the proposed methods for the au-
tonomous detection of malicious traffic, more particularly
in the context of agent-based detection mechanism pre-
sented in Section 5. The general pattern is clear – using
the NetFlow data, we can detect mainly the attacks based
on high number of near-simultaneous flows, regardless of



the fact whether these flows share the source IP, destination
IP, ports or any combination of these features. Therefore,
the number of bullets mainly represents our estimation of
false positives/negatives rate measured when the method is
used to identify the given attack.

The MINDS system [2] represents the flow by basic Net-
Flow aggregation features (srcIP, srcPrt, dstIP, dstPrt, pro-
tocol) and complements them by the number of the flows
from the same srcIP, to the same dstIP and their combina-
tions with dstPrt and srcPrt respectively. These properties
are assessed both in time and number of connections de-
fined windows, to account for slow scanning.

The system proposed by Xu et al. [13] for traffic analysis
on backbone links also uses the NetFlow based identity 5-
tuple. The context of the single connection is defined by the
normalized entropy of srcPrt, dstPrt and dstIP dimensions
of the set of all connections from the srcIP of the flow in the
current time frame.

Another perspective anomaly detection mechanism can
be based on the observation of traffic volumes in high-speed
network. Lakhina et al. [4] uses statistical modeling to
identify the anomalous origin-destination-aggregated flows.
The method is based on Principal Component Analysis. In
another work of the same authors [5], the PCA method is
used to model the normal and residual entropy, to remove
the systematic elements of the data before clustering. The
clustering then emphasizes the anomalous characteristics of
the traffic.
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IP address spoofing • • • • •• •
Host scanning •• • • • •• • • •
Host profiling ◦ • • •
IRC coordinated at-
tacks

•• •• ••

Buffer overflow ••
Flooding •• •• • • • • • •

Table 1. The relevance of the detection and
attack techniques.

4. System Architecture Overview
The whole system architecture consist of these three lay-

ers: traffic acquisition and preprocessing layer, agent secu-
rity platform layer and operator analyst layer. The demands
for each layer at online processing, artificial intelligence
and visualization process vary a lot. While the low-level
layers need to be optimized to match the high speeds dur-
ing the traffic acquisition and preprocessing, the higher lay-
ers, using preprocessed data are inferring the conclusions
regarding the degree of anomaly.
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Figure 1. System overview.

• Traffic Acquisition and Preprocessing Layer: The
components in this layer acquire the data from the network
using the hardware accelerated NetFlow probes [1] and per-
form their preprocessing. This approach provides the real-
time overview of all active unidirectional connections on
the observed link. In order to speed-up the analysis of the
data, the preprocessing layer aggregates meaningful global
and per-flow (or group of) characteristics and statistics.

• Agent Security Platform Layer: This layer consists
of specialized, heterogeneous agents that seek to identify
the anomalies in the preprocessed traffic data by means of
their extended trust models [10]. Their collective decision
regarding the degree of maliciousness of a flow with certain
characteristics use a reputation mechanism. The agents run
inside the A-Globe agent platform [12] and use its features
like agent migration and cloning to adapt the system to the
traffic and relevant threats.

• Operator and Analyst Interface Layer: The agent
security platform is coordinated by an intelligent agent
called Mycroft. This agent works as an interface between
the detection layer and the network operator. Every de-
tected suspicious behavior on the network is automatically
reported to Mycroft.

5. Agents Security Platform Principles and
Methods

The added value of our platform is the cross-correlation
of various anomaly detection (i.e. network behavior analy-
sis) methods using the extended trust modeling [10]. Clas-
sic trust models developed in agent research [11] ignore
several features that are essential in our domain: uncertain
identity modeling, context modeling and non-existing (or
severely delayed and limited) feedback.

Baseline trust models evaluate the behavior of individ-
ual agents, whose identity is guaranteed (to an extent) by
the computational environment. In the network domain, we
have to evaluate the trustfulness of network flows, and while
they can be distinguished as unique identities, this distinc-
tion is unpractical due to their number and ephemeral na-
ture. We represent the connections in a metric space, cluster
them using an agent-specific metrics based on the NetFlow
5-tuple. However, merely representing the flow identities in



the metric space and evaluating their trustfulness gives un-
satisfactory results, as it ignores the most important infor-
mation from the NetFlow data – the information about the
other, similar flows in the current traffic sample. This infor-
mation constitutes the context of the trusting decision [8],
and together with the identity defines the Identity-Context
metric space, where the detection agents assess the trustful-
ness of flow representations. Each of the agents uses its own
particular context space, dependent on its anomaly detec-
tion method. Definition of context information for current
agent types can be found in the related paper [7].

The principal input of classic trust models is a result of
past cooperations with the partner: quality of service, de-
gree of success, on-time delivery and other domain specific
parameters. In our case, it is very difficult to obtain the
feedback that can be associated with the current traffic on
the network. Therefore, we use the information regarding
the flow anomaly as assessed by the other agents to replace
the direct feedback, therefore connecting the anomaly de-
tection between diverse agents.

While processing the information about the network
flows, each trusting agent receives an identical copy of net-
work flows list and associated pre-extracted statistics. Then,
it determines the anomaly of each flow and shares it with
other agents. The agent also receives the anomalies from
the others, and starts the flow processing by its internal trust
model. The trustfulness in the model is not associated to in-
dividual flows, but rather to selected objects in the Identity-
Context space [7]. Individual flow is therefore represented
by its identity and context in the metric space. Then, we
retrieve the positions of nearby cluster’s centroids (with at-
tached trustfulness) from the current trust models and up-
date their trustworthiness with an aggregated degree of flow
anomaly as determined by the other agents. The details of
the approach are presented in [10].

Performance of an isolated detection agent would be the
same as a performance of the anomaly detection method it is
based on. As we have suggested above, the agents base their
evaluation of trustfulness not only on their local results, but
also on the anomaly opinions of other agents. We argue that
this cross-correlation will help to filter-out most false posi-
tives on the level of individual agents. In the second phase
of evaluation, each agent selects the flows it considers as
malicious and shares these flows with others. Agents then
use a simple voting protocol to reach a collective conclusion
regarding the estimated maliciousness of anomalous flows,
further reducing the number of incidents reported. Collec-
tively accepted flows are then sent to analyst interface layer.

The decision whether a given flow is trusted or untrusted
depends on the typical degree of anomaly in the observed
network traffic. This parameter varies widely with network
type – the number of anomalies is typically low on man-
aged, internal networks, but is significantly higher on public

Internet backbone links. To avoid the problems with manual
tuning of the system, we use a fuzzy-inference process inte-
grated with the trust model to automatically adapt the model
to the natural level of anomaly in the environment [9].

6. Agents Platform Evaluation
To evaluate vertical integration of all three system lay-

ers and to test capabilities of detecting malicious traffic, we
have designed an use case intended to evaluate first capabil-
ities of the whole system and the agent platform. Malicious
traffic is presented by vertical port scan, performed against
a personal computer inside the university network.

6.1 Malicious Traffic Description

We have based our use case attack on vertical port scan-
ning using the Nmap [6] tool. Nmap is a free security scan-
ner, used to evaluate the security of computers, and to dis-
cover services or servers on a computer network.

The port scan was launched as TCP SYN scan against
the targeted machine. TCP SYN port scan is the most pop-
ular form of TCP scanning. Rather than use the operating
system’s network functions, the port scanner generates raw
IP packets itself, and monitors responses. This scan type is
also known as ”half-open scanning”, because it never actu-
ally opens a full TCP connection. The port scanner gener-
ates a SYN packet. If the target port is open, it will respond
with a SYN-ACK packet. The scanner host responds with a
RST packet, closing the connection before the handshake is
completed.

6.2 Agent Security Platform Results

The graphs presented in this section show the distribu-
tion of trusted and untrusted traffic (or reference contexts
used by the agents to assess the traffic) over the trustfulness
scale. Completely trusted traffic would form a single peak
at 1, while the untrusted traffic shall accumulate in the left
part of the distribution.

In the Figure 2 we can observe the data before the attack
which corresponds to normal traffic, albeit with slightly ele-
vated rates of abnormal traffic reported by Lakhina Entropy
method and MINDS.

The situation changes dramatically when we perform an
attack, which is barely perceptible in traffic volume data.
The Figure 3 clearly shows the peak of untrusted flows in
the left part of the distributions, identified by all methods.

In this simple experiment, the detection layer demon-
strated that it is ready to be used for the next stage of de-
velopment and research. It has achieved its objective of se-
lecting the suspicious traffic that requires inspection, and
allowed the user interface layer agents to present the opera-
tor with a clear, well defined case to resolve.
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Figure 2. Normal traffic before the attack.
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Figure 3. Malicious traffic during the attack.

7. Conclusions and Future Work
This paper presents a security agent platform as the core

part of the network intrusion detection system designed
to cope with a wide scale of network threats and anoma-
lies. This system addresses two main limitations of existing
intrusion detection systems – efficiency and effectiveness.
Deployment on high-speed links implies the need to pro-
cess the important quantity of data in near real-time, in or-
der to prevent the spread of novel threats. Therefore, the
individual agents do not acquire the data from the network
directly, but receive the preprocessed data, with the level of
detail that is appropriate for anomaly-based intrusion detec-
tion.

Each detection agent in the system is based on existing
anomaly detection technique, which defines its perception
of network flow identities in its trust model. Its private view
of the data is complemented by the opinions of other agents
regarding the anomaly of flows in the current traffic, there-
fore collaboratively improving the effectiveness of anomaly
detection process. When the agent platform reaches a con-
clusion regarding the untrustfulness of a particular subset of
flows, it submits this observation to user-interface agent that
automatically retrieves context information (DNS records,
history, etc.) to allow rapid analysis by human supervisors.

Our future work is focused on performing more detailed
experiments to test the agent platform, improving effective-
ness (in the mean of false positives/false negatives), effi-
ciency and performance of the whole system and incorpo-
rating better adaptation properties to cope with the dynam-
ics of network traffic.
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