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he recent surge in maritime piracy presents a
Tserious threat to the international maritime
transport system. Over the past few years, insur-
ance rates have increased more than tenfold for

vessels transiting known pirate waters, and the
overall costs of piracy in the Pacific and Indian
Oceans alone were estimated at up to US$16 billion
in 2008 and continue to rise.! To combat this prob-
lem, researchers have explored various measures
for getting piracy back under control and for miti-
gating the risks it entails.

Inspired by the recent successful applications of
the multiagent approach to other traffic and trans-
portation domains,?:3 we have developed a testbed
for prototyping and evaluating agent-based tech-
niques for understanding, detecting, anticipat-
ing, and eventually suppressing piracy and possi-
bly other categories of maritime crime. Building
on that testbed, we have investigated a range of
specific coordination and planning methods for
tackling the problem. The multitude of objec-
tives, priorities, constraints, and complex sched-
uling dependencies, together with the necessity of
transporters and ship operators to both cooperate
and compete, makes maritime security a particu-
larly good fit for applying agent-based techniques,
which have been tackling many of these issues in a
principled, well-founded way. To our best knowl-
edge, our work is the first integrated attempt at
employing agents in this domain.

Agent-Based Simulation

of Maritime Traffic

Agent-based simulation is a fundamental pillar
of our approach. It provides a controlled environ-
ment for systematic experimentation with all the
developed techniques. It also helps to overcome
the lack of real-world data in certain areas (such
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as good-quality traces of illegal vessels) by letting
us supplement real-world data with synthetic data
generated by the agent-based model. Although
simulation has long been used for naval warfare
purposes, there is little work on modeling civil-
ian maritime traffic. The Matrics project,* which
modeled the behavior of transport ships near the
Canadian shore, seems to be the only case. The
model used in Matrics is based on fluid mechan-
ics and therefore has difficulties capturing vessel
interactions and other more complex structures
in maritime traffic. In contrast, numerous mature
(agent-based) simulations are available for other
traffic and transportation domains, such as air
and road traffic.

Vessel Agents

We focus on modeling three types of behav-
ior: long-haul shipping, piracy, and patrolling.
The long-haul shipping bebavior, typically as-
sociated with large to very large vessels, consists
of transporting cargo between two or more geo-
graphically distant locations. Except for the areas
affected by piracy, long-haul shipping vessel move-
ment is straightforward, following a route mini-
mizing travel time and costs. The security of the
passage, however, becomes an additional, major
factor that must be accounted for when transiting
pirate waters.

The piracy behavior contrasts strongly with the
largely direct and predictable nature of long-haul
shipping. Typically associated with small- to me-
dium-sized vessels, pirate behavior aims at discov-
ering, approaching, and attacking another vessel
and—in the event of successful attack—hijacking
the vessel and escorting it to one of the pirate home
ports. Depending on their equipment and level of
sophistication, pirates can use strategies ranging
from simple uninformed roaming of high seas to
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Behavior

Uninformed

Radar

Automated Identification System (AIS)
Mother ship with radar

Table 1. Implemented pirate strategies.

Description

operational range

Mother ship with AIS
Adaptive

employing radars, Automated Iden-
tification System (AIS) data moni-
toring, and the use of mother ships.
Table 1 gives a list of implemented
piracy behaviors.

Finally, we implemented patrolling
behavior. Used by security forces,
this behavior is currently limited to
patrolling the Gulf of Aden to max-
imize deterrence and minimize the
risk of pirate attacks. In addition, we
have implemented simple models of
local traffic and fishing.

Each vessel behavior is represented
using a finite-state machine. Despite
its simplicity, the representation pro-
vides sufficient power to capture even
the more complex behaviors, such as
the pirate mother-ship strategy (see
Figure 1).

Data Sources

The models we constructed and the
overall simulation are based on real-
world data, broadly distinguishable
into these three categories:

o Environmental data describe the
static and dynamic conditions of
the environment in which the ves-
sels operate—in particular coast-
line, ports, transport corridors,
weather, sea conditions, daytime,
and season. These data are easy to
obtain from public sources.

o Vessel operational characteristics
describe the vessels’ physical prop-
erties such as vessel construction
type, beam width, length, tonnage,
and max speed. We obtained these
data from vessel tracking servers
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Pirate vessel roaming the sea relying fully on direct observations within a limited range of sight
Pirate vessel equipped with radar significantly extending its observation range
Pirate vessel monitoring AlS broadcasts revealing the exact position of broadcasting vessels

Radar-equipped pirate vessel employing a mother ship with speed boats to significantly increase

AlS broadcast-aware pirate vessel employing a mother ship with speed boats

Pirate vessel employing reinforcement learning to acquire knowledge from past successful attacks
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Figure 1. Finite-state machine representing the pirate mother-ship strategy. The
pirate vessel might use a mother ship with radar to significantly increase its

operational range.

(such as VesselTracker.com) and
use them to provide realistic pa-
rameters for simulated vessels.

e Behavioral data provide informa-
tion about vessel behavior. This
information can be either behavior-
independent (such as observed
vessel traces) or specific to a partic-
ular vessel behavior type (such as
piracy strategies). We obtained the
information from several special-
ized data sources, including ves-
sel tracking severs and institutions
working in the area of maritime
security (such as the Maritime
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Security Centre, Horn of Africa,
www.mschoa.eu).

Collectively, these data sources let us
construct more realistic and accurate
models of maritime traffic.

User Interface

We use a Google Earth-based front
end (see Figure 2) to interactively vi-
sualize the simulation’s output as well
as all geographical and environmen-
tal data. An important feature of the
front end is the ability to present struc-
tured data on varying levels of detail.
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Figure 2. Google Earth-based front end to the maritime simulation platform. The
interface shows vessels, their past trajectories, and important events, such as pirate
incidents.

The layer-based interface lets us se-
lect different information layers and
compose a picture with the aspects
and the level of detail fit for the spe-
cific user’s need.

We integrated Google Earth via dy-
namically created Keyhole Markup
Language (KML) files served by an
HTTP server running inside the plat-
form. The KML files are periodically
fed into the Google Earth application
using its HTTP data-link feature and
automatically refreshed. Using this
innovative approach, we can display
dynamic data (such as moving ves-
sels) in Google Earth, turning it into
a powerful base on which to build
geographically enabled simulation
interfaces.

Strategic Transit Routing

Pirates are known for their ability
to quickly adapt to new antipiracy
measures and sustain their ability to
carry out successful attacks. A case
in point is the speed with which the
pirates adapted to the introduction,

and subsequent alternation, of the in-
ternational recommended transit cor-
ridor (IRTC) for vessels transiting
the Gulf of Aden. The original inten-
tion was to narrow the area through
which the vessels move to help pro-
tect them. However, the pirates took
advantage of the predictability of
their victims’ movement and contin-
ued their attacks. Moreover, in wide,
open areas with many different tran-
sit routes, such as the Indian Ocean,
establishing transit corridors is even
less effective.

Inspired by recent work in the area
of security games, we have there-
fore investigated whether we can re-
duce the pirates’ capacities by instill-
ing a level of unpredictability into the
route-selection process. Using a game
theoretical framework, we came up
with optimum randomization of the
route selection process and generated
risk-minimizing routes for vessels
traversing known pirate waters. (A
detailed technical discussion of our
approach is available elsewhere.”)
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We have formalized the problem of
a vessel transiting a piracy-infested
area as a zero-sum game, termed
transit game, between two players:
the transporter and the attacker.
The transporter repeatedly traverses
a rectangular area from an origin to
a destination—that is, entry and exit
points of the Gulf of Aden. The area
is roamed by an attacker, which aims
to determine an optimum ambush
route starting and ending in its base
and attack the transporter. The strat-
egy set for the transporter is a set
of all paths from the origin to the
destination, and the attacker’s strat-
egy set is the set of all possible
bounded-length closed walks from its
base. Following their chosen routes,
if the attacker and the transporter
happen to be at the same position,
the attacker wins. If the transporter
avoids encountering the attacker
throughout its whole route, then the
transporter wins. We defined the
payoff to reflect the resource expen-
diture on the attacker’s side and the
chance of a rescue on the transporter’s
side. The payoff decreases (for the at-
tacker) monotonously with the dis-
tance of the attack location from the
nearest pirate base.

The solution of the game (for the
transporter) is a probability distribu-
tion over possible routes representing
the optimum randomization of trans-
porter’s route selection—that is, the
selection strategy with the lowest ex-
pected payoff for the attacker. This
selection strategy corresponds to a
mixed Nash equilibrium of the tran-
sit game.

Unfortunately, the sizes of the strat-
egy spaces for both players grow ex-
ponentially with the size of the game
graph, making the search for a Nash
equilibrium for even moderate graph
sizes (tens of nodes) intractable.
To mitigate this problem, we used
two complexity reduction techniques.

IEEE INTELLIGENT SYSTEMS



The first technique utilizes an alter-
native, compact flow-based represen-
tation of the transporter’s route selec-
tion strategies. The second technique
employs the iterative single- and
double-oracle algorithms for finding
Nash equilibria.® Together, the tech-
niques significantly enlarge the set
of games for which a solution can be
found in a reasonable time. Figure 3
depicts an example route selection
strategy.

Patrol Deployment

Due to the size of piracy-affected ar-
eas and the relatively small number
of patrol resources, efficient plan-
ning and coordination of patrols is
essential. We investigated algorithms
for near-optimum placement of pa-
trol vessels with respect to their de-
terrence potential. The input to the
algorithm is the set of patrol vessels
and the risk map (see Figure 4), repre-
senting the likelihood that a pirate at-
tack might take place in a particular
area. The algorithm output is the set
of routes for each patrol vessel col-
lectively maximizing deterrence and
thus minimizing the risk of ambush
in the target area.

The techniques we developed rep-
resent the first step in solving what in
full is a complex multiagent planning
and coordination problem. Individ-
ual patrol vessels belong to different
countries and/or alliances and there-
fore have different objectives. The
same is true for the transiting ves-
sels, which might also form convoys
to facilitate protection. Fundamen-
tally, all this takes place in interna-
tional waters with no single central
authority and where measures can
mostly only be recommended and
not forced. Mediating interaction be-
tween different parties and brokering
a solution that satisfies the different
stakeholders’ preferences and con-
straints in a balanced way is an area
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Figure 3. Strategic transit planning. The underlying graph represents a possible
randomized route selection strategy (edge width corresponds to transition
probability). The place marks represent successful and attempted attacks registered
when the strategy was evaluated against simulated pirate vessels.

Figure 4. Pirate attack risk map created from historical data on piracy incidents and
up-to-date transit vessel positions. The high map levels indicate a higher likelihood
of a pirate attack.
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Figure 5. Percentage of attacked vessels and the accumulated payoff of pirates
when using different gulf transit routing strategies. The transit-game randomized

strategy yields superior results.

with huge potential for agent-based
techniques.

Evaluation

To evaluate our approach, we must
first evaluate the agent-based model
to ensure sufficient correlation to
real-world behavior. For long-haul
shipping traffic, we did this by com-
paring real-world vessel traces with
the traces generated by the simula-
tion. Unfortunately, no such traces
are available for pirate vessels; con-
sequently, the only validation utiliz-
ing hard evidence possible was the
comparison of generated pirate attack
distribution with those observed in
reality.

Second, we need to evaluate the
individual planning and coordina-
tion methods. To test the validity of
the transit game model and assess its
usefulness in practice, we have eval-
uated the game-theoretic route se-
lection algorithm on the simulation.
We did not assume the pirates em-
ploy game theory to determine the

optimum way to roam the sea (al-
though in theory they could, without
any impact on the results presented).
We assume that the pirates go to the
sea repeatedly and learn from their
previous experience. In the simula-
tion, we emulate pirates’ learning ca-
pability using a simple reinforcement
learning scheme based on an arm-
acquiring variant of the multiarmed
bandit problem.

Figure 5 shows results comparing
the overall number of attacks and
total attacker’s payoff for the origi-
nal fixed, IRTC-based routing strat-
egy, and the uniformly randomized
and transit-game randomized route
selection strategies. The results dem-
onstrate the superiority of the ran-
domized game-theoretic strategy,
especially when we consider payoffs,
and not just raw attack numbers.

Agent-based techniques have the

potential to improve the security
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of international maritime transport
threatened by a steep rise of maritime
piracy. We have demonstrated that a
randomized route-selection strategy
resulting from a normal two-player
game formulation of the transit prob-
lem can decrease the number of at-
tacks and the payoff accumulated by
pirates. Coordinating the movement
of patrol and transit vessels without a
central authority requires techniques
for semi-cooperative planning and
coalition formation.

With regard to existing applica-
tions of agent-based techniques, the
maritime domain seems currently
underrepresented compared to other
traffic and transportation domains.
This work is a first step in address-
ing the situation and bringing this
important domain into the focus of
researchers in the multiagent systems

field.™
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