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Abstract—We present an empirical study of regret minimiza-
tion procedure used in a distributed Intrusion Detection System
(IDS) to independently adapt the self-contained components of
the system without any explicit coordination. We show that the
regret minimization methods can be used to build survivable
distributed security systems that can only communicate using
standard data-transfer protocols (NetFlow, selective traffic mir-
roring or alerts) and do not need to rely on explicit communi-
cation required by more elaborate coordination protocols. The
intended impact is dramatically easier integration, maintenance
and repair of IDS systems, with only a small impact on system
characteristics.

I. INTRODUCTION

One of the principal advantages of security systems based

on the distributed intelligent behavior is their ability to perform

runtime reconfiguration, such as the ability to react to chang-

ing environmental conditions by introducing novel agents or

changing their behavior. However, it is a well known fact that

even if the individual autonomous components (agents) in the

system optimally react to the local environment changes (e.g.

react to the parts of the environment they are able to per-

ceive), the global reaction can still be suboptimal. Therefore,

numerous collaboration mechanisms based on communication

protocols were developed in the multi-agent and web services

research community. Some of the recent mechanisms are based

on the methods from the fields of Game Theory [1], [2] and

Algorithmic Game Theory [3] that are designed to ensure

robust behavior in environments where the players don’t have

complete information, as their incentives and goals are not

aligned or are even contradictory.

However, many collaboration and coordination mechanism

introduce undesirable complexity and dependencies between

the otherwise separate and well-defined agents. Such depen-

dencies not only make the system more fragile, but can

be a significant problem when designing the systems that

are compatible with networks that operate in a multi-level

security [4] architectures - bi-directional communication may

be prohibited by system policy.

More typically, the collaboration will suffer from technical

difficulties: distributed protocols are notoriously difficult to

implement, the agents need to share mutually compatible
models of their internal state, environment and preferences,

and need to be able to interpret the models and information

shared by the others. We argue that the additional complexity

is rarely justified, and that the full lifecycle costs of maintain-

ing the compatibility for such mechanisms can be prohibitive,

as the example of CORBA standardization suggests.
Both above concerns: multi-level security and complex in-

tegration and lifecycle management are of primary impor-

tance in the networks used in tactical environments. With

the progress towards more ad-hoc networking and mesh ar-

chitectures, the likelihood of deploying the same or similar

network configuration twice is almost zero. Each network is

likely to be a novel, continuously changing amalgamate of

devices, network equipment, services and applications that will

evolve in real time together with the operations in the field. We

need to expect that the opponent will attack this amorphous

network, and we need to prepare a set of intrusion detec-

tion/prevention methods well adopted to ensure its security

under the operational constraints.
We address the limitations inherent to the domain by

carefully selecting very simple, yet robust and well described

methods from the field of game theory. In essence, we re-
place the explicit coordination/communication between the
agents by parallel, independent learning of agents that

individually observe at least partially correlated environments

(or the same environment in the ideal case). After the careful

analysis of available computational approaches to game solu-

tion, we have selected the regret minimization (Section II), im-

plemented it into an actual anomaly-based intrusion detection

system [5] and measured whether the theoretical properties

of the method hold in the practical deployment in a highly

dynamic environment. Our contribution consists of:

• Empirical comparison of distributed (multiplayer) regret

minimization problem vs. the centralized (two player,

attacker vs. defender problem) formulation of the same

problem, specifically verifying whether they converge

towards the same results (both are defined in Section III).

• Empirical study of convergence of regret minimiza-

tion algorithms in the dynamic environment, verifying

whether the algorithms identify the equilibria in accor-

dance with the theory (or beyond the theory, as the

convergence was shown for static environments only).

• Experimental deployment of regret minimization in an

operational environment on the university network.

The regret minimization algorithms in both distributed

and centralized form were integrated with an industrial
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intrusion detection system (CAMNEP, as described in

Section IV) and used to optimize this system’s perfor-

mance in a real production environment.

Globally, this is an experimental paper that verifies whether

we can push the regret minimization algorithms outside of

the domain where their properties are verified theoretically

(sequences of static games) into the dynamic, real world prob-

lems, where they can help us solve real distributed security

concerns. We assume that the reader has basic knowledge of

game theory and we don’t introduce the basic terms as game,

player, equilibria or information set – references [2] and [3]

provide excellent introductions and full, technically correct

definitions with proper background.

II. REGRET AND REGRET MINIMIZATION

Regret minimization is an algorithm that attempts to achieve

long-term optimality in a sequence of identical games. It does

not require any knowledge of other players’ utility functions

or the communication between players (players are denoted as

P ), but is based on independent loss minimization performed

by the individual players given the payoffs received for their

past moves.

The regret, or more specifically the external regret, is

defined [6], [7] as an ex-post evaluated loss of utility due to

the suboptimal strategy selection - thus the term regret. Due

to the properties of our problem as imposed by the design of

our system, we assume full information model, i.e. we assume

that player P has access to all payoff values of all strategies

x from the set X in any time step in the past1. It shall be

noted that the regret minimization method does not require

the players to know the utility function and/or goals of the

opponents – the strategy played by the agents is based only

on the feedback that they receive.

We will denote lt the loss related to the use of one

defender’s strategy in the time step t – note that the strategy

is not explicitly denoted2 in the notation. Then, we define the

loss in time step T aggregated over time as:

LT =
T∑

t=T−N

lt (1)

and the regret as follows:

RT = LT −min(LT ) (2)

It represents the difference of (hypothetical) payoff encoun-

tered upon (hypothetical) playing of this strategy (or using

a particular strategy selection algorithm) and the best payoff

available over the set of player’s strategies X .

The regret value is then used in a polynomial weights regret
minimization (PWM) algorithm [3]. In the PWM algorithm,

the player P selects the strategy x with a probability that

1This contrasts with a partial information model, where the players only
have access to the results of strategies actually played in the past

2Some authors use index i to emphasize the loss lti relevance to a particular
strategy xi. In our case, we omit this index to make the notation lighter in
context of multi-player game as it will be introduced in Section III.

is inversely proportional to the regret. Formally, we define

weight wt assigned to each strategy x at time t and pt, the

corresponding probability of playing the strategy x. Initially at

time 1, all the strategies x from the set X receive the identical

weights and probabilities:

w1 = 1 and p1 =
1

|X| , ∀x ∈ X (3)

With increasing time, more and more games are played and

the values wt and pt assigned to individual strategies are

determined as follows (with η = 0.2, as it needs to be η < 0.5
for the convergence proof to hold [6]):

wt = wt−1(1− ηLt−1) (4)

W t =
∑

x∈X

wt (5)

pt =
wt

W t
(6)

Amortized loss for dynamic environment. The loss/regret

function used in our experiments includes time-amortized loss

accumulated over N last time periods, rather than over the

totality of history. The Eq. 1 is thus modified as follows:

LT = ωLT−1 + (1− ω)lT (7)

The use of Eq. 7 with ω = 0.5 instead of simple loss

accumulation accounts for the fact that the real-world players

can join the games and leave them dynamically and that the

characteristics of the game can change dynamically. This is a

generalization of traditional regret definition, but is consistent

with previous work and key properties of the PWM method

still hold as shown in [7].

A. Properties

Regret minimization is a robust method that yields pre-

dictable results in a wide range of games. In a static envi-

ronment, it can be shown that the use of the proper regret

minimization algorithm (as the one described above) bounds

the maximal loss achieved using external regret minimization

by the term

O(
√

T log |X|) (8)

relative to the best loss achievable [6]. This is a general result

that can be applied outside of game theoretic framework.

In the specific case of two player, zero-sum games, the

use of regret minimization will make the player’s payoffs

converge towards the value of the game, with the speed of

convergence bounded by the term above (Eq. 8). This result

can be generalized for a far broader class of games. Hart and

Mas-Colell show that if all players play regret minimization

in a sequence of static games, the joint distribution of play

converges [8], [7] to the set of correlated equilibria [3], [9]

of the stage game. One of the important corollaries is that the

probability of strategy switching decreases as well, making

the players reach increasingly longer sequences of constant

strategy play.



The correlated equilibrium is an extension of the well-

known Nash equilibrium (i.e. stable point in the strategy space

where none of the players benefits from unilateral deviation)

by assuming that the players can either communicate, or can

observe a common variable(s) or share a history of gameplay.

All these specific examples are special cases of a correlating
device [6]. Such device produces a set of (correlated) signals,

one for each player, and the players use the signals for strategy

selection in the game. It can be shown that when the signals

are fully correlated (e.g. when all players share a single public

signal), the correlated equilibria set equals the convex hull of

Nash equilibria.

On the other hand, the convergence to the smaller set of

Nash equilibria is possible, but is guaranteed only in very

specific types of game, and not guaranteed at all in the general

case [10]. In particular, in the two player, zero sum game

example mentioned above the game converges, but counter-

examples of non-convergent games can be found even for

simple three player games, such as Shapley game [11]. In

the non-zero sum games with more than two players, the

robust regret-minimizing algorithm provides robust results

when other approaches may fail.

The results of [12] suggest that regret minimization is also

robust in zero-sum finite extensive-form games with perfect

recall when applied across independent information sets in

the game. The regret (counterfactual regret) is measured and

minimized on information sets in the game and the authors

show that minimization of the counterfactual regret in indi-

vidual game stages bounds the overall regret of the global

game – albeit only in a very specific class of games. This is

an extremely important property, as it hints that at least some

of the regret minimization properties may hold when we split

one of the players into several partial players, each of them

selecting a fraction of the original player’s strategy.

It is also important to note that we do not oblige all players

to use regret minimization (even if we do so in the experiments

in Section V-A). Regret minimization performs robustly also

against the rational players who simply play their own equilib-

ria strategies obtained by other methods. When the opponents

play stable non-equilibria strategies, regret minimization is

likely to benefit from the sub-optimality.

The question of convergence is further complicated in the

dynamic environment. The speed of algorithm’s convergence

becomes critical, as it needs to converge within the time

interval when the environment (which defines the structure

of the game) is relatively stable, making the set of correlated

equilibria also stable. This also implies that the value of the

past history decreases with increasing time difference, making

us adopt the amortized loss function as defined by Eq. 7 to find

the balance between the robustness and speed of convergence.

III. FORMAL PROBLEM STATEMENT

We assume that one distributed intrusion detection system,

which can be decomposed into autonomously acting agents,

plays against one opponent. The defender system PD consists

of two layers P 1
D, P 2

D, each layer consists of one or more

Fig. 1. Problem formulated as a global game.

Fig. 2. Problem formulated as two games correlated through the effect
on the network traffic and detection results. Note that both layers apply
their strategies independently and that the strategy applied by the first layer
influences the inputs of the second layer.

agents that implement one functionality/activity. Defender’s

strategies xD are drawn from the set XD and can be decom-

posed into distinct individual layer’s strategies: x1
D, x2

D from

the mutually orthogonal subspaces X1
D and X2

D of the space

XD. We have implemented the attacker PA (and P 1
A,P 2

A) as

a model of the attacker implemented within the system [13],

[14], typically also consists of one or more agents that

realistically represent the goals, utility functions and actions

use by the real attackers. This is by no means necessary for

the regret minimization approach to work: we have opted for

this method to be able to easily determine the Nash equilibria

and correlated equilibria in the game. The details of attacker

modeling will be discussed in Section IV. Attacker’s strategies

xA (same in both game variants below) are drawn from the

set XA and correspond to the realistic attack actions that

may harm the protected network. Each strategy corresponds

to one individual attack technique available to the attacker.

For simplicity, we assume that attacker’s action spaces are

identical (XA) in both layers when the game is played in the

distributed form.

Two game variants are defined as follows:

• Global game: In this traditional formulation (Fig. 1) used

as a benchmark, we build and solve a two player game

of the attacker PA against the defender PD. Defender



selects full strategies xD for both layers simultaneously,

and has full access to all relevant system and environment

state variables to build and update the global utility

function uD. In this setup, the defender is able to di-

rectly identify global optima in the global strategy space.

On the other hand, finding the equilibria of the global

game and reasoning about the selection of the optimal

strategy becomes increasingly computationally difficult

with growing dimension of strategy spaces. The game

is formulated as follows:

G = ({PA, PD}, {XA, XD}, {uA, uD}) (9)

uA : xA × xD → R (10)

uD : xA × xD → R (11)

The utility functions of the attacker uA and the defender

uD are defined as functions of the global strategies.

• Distributed game: In our formulation of the game

(Fig. 2), each of the layers P 1
D and P 2

D (and P 1
A and P 2

A)

plays as an independent player. Therefore, we have a four

player game, with the players P 1
A, P

2
A, P

1
D, P 2

D, where

the couples of the players should be ideally optimizing

a shared utility function. In practice, though, the utility

functions (on the defender’s side) differ, as the internal

state of the players P 1
D and P 2

D is mutually inaccessible

(for integration reasons), meaning that their dynamically

updated utility functions can only rarely be identical in

practice. This defines the distributed version of the game

as follows:

G = ({P 1
A, P

2
A, P

1
D, P 2

D}, {XA, X
1
D, X2

D},
{u1

A, u
2
A, u

1
D, u2

D}) (12)

u1
A : x1

A × x1
D → R (13)

u1
D : x1

A × x1
D → R (14)

u2
A : x1

A × x2
A × x1

D × x2
D → R (15)

u2
D : x1

A × x2
A × x1

D × x2
D → R (16)

For higher generality, we break down both players and

also both player’s utility functions into u1
A and u2

A

for the attacker and u1
D and u2

D for the defender. In

practice, most attackers will just use a single strategy

and utility function in both levels of the game, resulting

in u1
A = u2

A and x1
A = x2

A, and the game will degenerate

into a three player game3. Note the distinction between

the two layer’s utility functions, where the first layer’s

results are independent of the second layer’s actions,

while the results of the second layer depend on both.

Effectively, the utility function u2
D would typically be

3The three player formulation would be:

G = ({PA, P 1
D, P 2

D}, {XA, X1
D, X2

D}, {uA, u1
D, u2

D}) (17)

uA : xA × x1
D × x2

D → R (18)

u1
D : xA × x1

D → R (19)

u2
D : xA × x1

D × x2
D → R (20)

Graphically, this would correspond to the attacker from Fig 1 playing against
the defenders from Fig. 2

the same as uD, with the notable difference that only

the action x2
D is under the control of the player P 2

D,

while the action x1
D is selected independently by the

player P 1
D who optimizes its own utility function u1

D.

We do not require the players P 1
D and P 2

D to know each

other’s utility functions, but their consistence with uD

determines whether the distributed game results in the

same equilibria as the global game.

The notion of independent optimization in the distributed

game where only one of the layers depends on the actions

of the other, and is not explicitly informed about the action

played by the first layer, makes the game consistent with

the formalization based on extensive-form games introduced

in [12] and discussed in Sec. II-A. As the defender’s second

layer is not informed about the strategy x1
D played by the first

layer, it performs the selection of x2
D in the same information

set regardless of the x1
D. Likewise, the first defender player

is typically not able to infer the strategies played, payoffs

received or the internal variable states of the second level

player.

Both formulations will be solved by regret minimization

algorithm introduced in Section II, in one case by two players,

in the other by four players playing independently. We are

facing a dynamic optimization problem, where the environ-

mental conditions imposed by the external environment can

change rapidly, making the game similar to a sequence of

static games with unpredictable length. In the next section,

we will introduce a specific instantiation of the above model

on a specific intrusion detection system.

IV. EXPERIMENTAL SYSTEM

The experiments were performed inside the CAMNEP [5]

Intrusion Detection System which was de-coupled into two

layers to allow the evaluation of the above-described princi-

ples. The first layer is the preprocessing layer, where the

NetFlow/IPFIX [15]4 data from the network is received, pre-

processed and possibly sampled using a dynamically selected

sampling strategy. The preprocessing layer is followed by the

detection layer where a set of anomaly detection methods

performs a collective analysis of the received data using

the statistical and information theoretical models of network

traffic. The detection layer of CAMNEP has been designed

to adapt to the network situation and to select the optimal

aggregation strategy: the mix of weights to assign to the

outputs of the anomaly detection methods, so that the system

can dynamically find the best combination of opinions for the

given environment. Selection of both the sampling algorithm

and rate and the appropriate aggregation strategy (that are

obviously linked) are crucial for system performance.

4The NetFlow data was originally created for traffic management and
accounting purposes. Id does not contain the content of the communication,
but is formed by a set of simple records, one record created for each flow.
The flow is a unidirectional stream of packets with a shared source and
destination IP address and port, and its record also contains the number
of packets/bytes transferred, timestamps and duration. NetFlow is widely
available from routers, switches and other network devices.



Characterization of the immediate system performance is a

difficult problem, as the manual feedback is nearly impossible

because of the sheer volume and rate of the input data

and general unavailability of any ground truth about their

nature. Therefore, we use a challenge insertion mechanism

that modifies the input data of the system by inserting a

small number of classified events from the past, belonging to

both legitimate traffic and various attack classes. These chal-
lenges [13] are processed alongside of the real input data, used

for system component/strategy characterization/evaluation and

then removed from the output data produced by the system.

The game as described below is actually played between

two opponents inside the system. One of them, the defender

PD uses the challenge processing results to select the best

sampling strategy x1
D and aggregation strategy x2

D (whose

combination in the global game is denoted xD) plays against

the attacker’s model PA that determines and exploits the

system vulnerabilities in the same manner as the worst-case

real attacker would by playing its attack strategies represented

by challenges: x1
A, x2

A or the global strategy xA . The dynamic

optimization achieved by this method is crucial, as the system

constantly reconfigures itself to counter the worst case attacker

(with full access to its internal state) on the background of the

current network traffic.

Specifically, the lower layer has to select a sampling method

and ratio from the predefined set of 5 various sampling

methods, each of them with two different ratio settings. The

detection layer has to select a single aggregation function from

a static finite set of aggregation functions.

The system operates sequentially, processing one batch of

data every 5 minutes. Each data set defines one game in the

sequence, when the challenges are inserted, all players use

the results of their processing to determine the regret value

for each available strategy and then commit to the strategy

selected by the algorithm presented in Sec. II. The final

strategies of the defender (or defenders) is then used to process

the real network data from the current batch.

Defender (CAMNEP) has to satisfy the safety demands, i.e.

it tries to lower the probability of the undetected attacks, and at

the same time has to optimize the usage of the computational

resources. On the other side, the attacker tries to attack the

system while avoiding the detection. Thus the attacker has

to find best attack type and size to fit under the detection

threshold, by exploiting the flaws either in the sampling or

aggregation strategy.

A. Global Game

In the global game the defender performs the global op-

timization and identifies the best strategy xD from the set

XD, effectively looking for the best combination of input data

sampling and anomaly detector’s aggregation scheme.

The utility function of the defender in the global game

has three principal components: the first term deals with

successfully detected attacks, the second term represents the

loss associated with undetected attacks and the third term

describes the overhead of the monitoring, which consists of

the false positive costs and the fixed cost of monitoring.

Individual utility functions of the global game for both

players (adapted from [16] and made more realistic) are

defined as follows. Defender’s utility is:

uD(xD, xA) = α(DD(xD)− CTP) + (1− α)γPD(xA)

− βV CFP − CM (21)

where the α denotes the probability that a particular attack

strategy xA is detected when the defender selects the defense

strategy xD; DD(xA) denotes the defender’s payoff for attack

detection; CTP - denotes the (average) cost of processing

of each successfully detected incident (true positive) for the

defender; γ denotes the probability of attack success; PD(xA)
denotes the defender’s payoff/loss on attack success; β denotes

the probability that a given detection strategy, combined with

current system state and background traffic, will result in a

false positive; V denotes the background traffic volume that is

used to estimate the number of false positives in combination

with the parameter β; CFP - denotes the average cost of a

false alarm for the defender, used in conjunction with β and

V to estimate the false positive cost; CM denotes the fixed cost

of monitoring infrastructure, independent on attack or traffic

intensity.

Attacker’s utility can be described as:

uA(xD, xA) = αDA(xA)+(1−α)γPA(xA)−CA(xA) (22)

where α and γ are the same as described above; DA(xA)
denotes the attacker’s payoff/loss on detection; PA(xA) de-

notes the expected utility the attacker receives upon successful

realization of given attack action from the attack class corre-

sponding to strategy xA; CA(xA) denotes the cost of the attack

performance on the part of attacker.

B. Distributed Game

As we have defined in Sec. III, the optimization problem in

distributed game is separated into two different games solved

independently. Thus, we have to define four different utility

functions for four independent players P 1
A, P

1
D and P 2

A, P
2
D.

On the first layer the player P 1
D, i.e. the defender, optimizes

the selection of the best sampling method which preserves

as much information necessary for detection as possible and

at the same time optimizes the volume of the traffic. These

contradictory requirements can be summarized into following

equation:

u1
D(x1

D, x1
A) = ξD(1− |Φs(x

1
D)|

|Φ| ) + ϑD
|Is(x1

D)|
|I| +

μD|{c ∈ C||cs(x1
D)| > ε}| (23)

where |Φs(x
1
D)| is a number of flows in the dataset after the

sampling using the strategy x1
D; |Φ| represents the number of

flows in the whole dataset before sampling; |Is(x1
D)| is the



number of distinct IP addresses in the sampled dataset; |I| is

a number of distinct IP addresses in the unsampled dataset; C
is the set of challenges inserted into the traffic, as described

in Section IV and |cs(x1
D)| represents a number of flows from

inserted challenge c after the sampling, using sampling method

x1
D. The first of the additive terms emphasizes the need to

sample out as much traffic as possible, the second, on the other

hand, emphasizes the need to preserve as much diversity as

possible, using the source IP as the most important feature, and

the third term represents the need to keep enough information

from each challenge (here used as a representative of a typical

incident) for further analysis. All three terms are contradictory,

and ξD = 1, ϑD = 2 and μD = 1
2 are constants assigning the

relative importance to the different parts of the utility.

Attacker’s utility function can be summarized as follows:

u1
A(x

1
D, x1

A) =
1

|C|
∑

c∈C

(1− |cs(x1
D)|

|c| ) (24)

where C is the set of all challenges inserted in the current

dataset, term |c| represents the volume of the challenge c, i.e.

the number of flows and |cs(x1
D)| again represents the number

of sampled flows from challenge c obtained using the sampling

strategy x1
D. Thus, from the Eq. 24 can be seen that the goal of

the attacker in the first level of the game is to perform an attack

with volume of traffic as high as possible (thus increasing the

speed of probing or brute force operations) which will be at

the same time sampled as little as possible.

Utility functions in the detection layer are nearly identical

as in the global game for both attacker and defender. This is

logical, as their values determine the same output, the only

differentiation is formal. It is due to the fact that the first level

sampling strategy is imposed by the first layer, rather than

optimized together with the aggregation (or attack) strategy.

The second layer of neither the attacker, nor the defender

gets no information regarding the strategies used in the first

layer and the only implicit information passed between the

layers is the shape of the data after the application of the

sampling strategy.

V. EXPERIMENTAL EVALUATION

The experiments were performed on the CAMNEP system

deployed on the university network and processing the data

from one campus building – 200-300 users, with approximate

bandwidth in hundreds of Mbits/sec and about 30-50 thousand

flows in each 5-minute long dataset. We have used 70 datasets

in a series, capturing roughly 6 hours of traffic.

A. Experimental Results

The first property to verify is that the distributed versions

of the game actually do converge into some (possibly mixed)

equilibria state and would not be cycling between incompatible

states as in some of the theoretically known cases [11]. In

Fig. 3 and Fig. 4, for the sampling game and the detection

game respectively , we can see that the games do indeed con-

verge into mixed equilibria where 3-4 strategies are selected
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Fig. 3. Selection probabilities of individual strategies in the defender’s
sampling game. Note the progressive disappearance of most strategies and
rapid convergence to the strategies 2,3,8 and 10.

with high probability, while the other states are selected with

smaller frequencies.

In Fig. 4, we can note that the strategy 15 was one of

the strategies appropriate at the beginning, but its selection

probability decreased constantly – this is due to the changing

characteristics of the traffic during the experiment and the

convergence of sampling strategies in the lower layer.
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Fig. 4. Selection probabilities obtained by PWM algorithm in the defender’s
detection game. Note the progressive dominance of the strategy 7/8, then
decrease of the strategy 7 after the t=50 and corresponding improvement of
the strategy 1.

The Fig. 3 and Fig. 4 do indeed show a robust convergence,

but the question remains regarding where do they converge.

In Fig. 5 and Fig. 6, we visualize the history of gameplay.

For each dataset (i.e. one game in the sequence), we show

the results of regret minimization (the payoff of the strategy

selected) and the payoff of the Nash equilibria in that given

game. Both values are shown for both the attacker and

defender, each on its own axis.

Fig. 5 shows that the convergence in the sampling game

is fast and that we converge into the region very close to

the actual Nash equilibria, defender being slightly closer. The

payoff differences from the equilibria are in the order of 5%

to 10% of the potential payoff in this game stage. It is also

interesting to note that most games do have a single Nash

equilibria, with the set of correlated equilibria also collapsing

to very small region around Nash – therefore, we only show



Nash equilibria in the following to preserve clarity.
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Fig. 5. Regret payoff values vs. the Nash equilibria (mostly co-incident with
correlated equilibria) payoffs for the sampling game. Not rapid convergence
to the region near the Nash equilibria.

In Fig. 6, we can see that the convergence of the detection

game in terms of payoffs is less robust for the defender. Given

the fact that the values of the Nash equilibria also fluctuate,

this shows that the detection game is far more sensitive to the

choice of the challenges inserted into the traffic [13] and that

the payoffs of the same strategy (which is in itself robust, as

we can see in Fig. 4) can vary widely.
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Fig. 6. Regret payoff values vs. the Nash equilibria (also mostly co-incident
with correlated equilibria) payoffs for the detection game. Convergence of
payoffs for the defender is worse than in Fig. 5, as their immediate values are
influenced by the selection of challenges inserted in the current dataset.

Slower convergence in Fig. 6 can be also attributed to

the influence of the co-learning with the sampling layer, as

the results of the u2
D depend on the unknown strategy x1

D.

We actually consider the robust convergence of the detection

layer’s strategies despite the important noise in the payoff as

an encouraging property, as this is precisely the difference

between the real systems and synthetic experiments.

The Figure 7 shows the evolution of the strategies in the

global game - note that the strategy space is far larger in

this case. The strategies converge to mixed equilibria of about

10 strategies. Most of the top detection strategies selected
are identical to the ones identified in Fig. 4 – and this

provides us with another hint about the stability of distributed

regret minimization. On the other hand, the strategies selected

for the sampling are different: the global view allows the

0 20 40 60 80 100 120 140 160 180 200 220
0

10

20

30

40

50

60

70

0

0.02

0.04

0.06

0.08

0.1

Time

Defenders strategies

P
ro

b 
of

 s
el

ec
tio

n

Fig. 7. Convergence of regret minimization in the global game. Note far
larger strategy space and the larger size of the mixed strategy identified: it
consists of roughly 12 strategies from the set of 220, with the dominant one
being selected in about 5% of cases.

system to opportunistically select higher sampling rates (of

the same sampling algorithms), as it can determine that their

impact on attack detection is small. Reaching the near-identical

equilibria would be possible had we manually tweaked the

coefficients in Eq. 23, but we have preferred a conservative

approach preserving more data – and got actually outsmarted

by the optimization algorithm. However, the actual difference

between the payoffs can be safely ignored in operational

settings.

For the lack of space, we do not make any quantified claims

regarding the performance of the system, which remains nearly

equivalent in most of the actually selected strategies. We will

include these in a subsequent more detailed publication which

will also include some key details about the IDS settings, the

analyzed traffic and other important parameters. The goal of

our experiments is merely to asses the differences between

the distributed and global regret minimization and to show

that being social does not always pays off.

VI. RELATED WORK

The problem of reconfiguration and parametrization (both

runtime and offline) of intrusion detection systems has been

addressed from several perspectives, even if the direct use of

game-theoretic principles is relatively rare and most contribu-

tors present the solutions applied for offline use [17], [18],

[16], [19], when they identify the environment parameters

static system and adapt the IDS to this static viewpoint. Roy

et al. [1] present a nice overview of game-theoretical models

of network intrusion detection problem.

The initial work of Alpcan [17] analyzes the IDS game as

a sequence of interactions between a strategically reasoning

opponents and a network of IDS sensors, in the format of two

player, single act finite game with dynamic information. In

[18], Alpcan and Basar extend [17]. Their formalism, based

on a combination of Markov games and Q-learning, actually

links the agent’s performance as a detector/learner to its game

performance by representing the imperfect information.

The utility function that we use is based on the work

of Chen [16], but we have included supplementary terms



that represent the real world concerns – and make the game

decidedly a non-zero sum game.

One of the principal problems for the use of presented meth-

ods is the problem system characterization, that we address by

use of challenges. The challenges need to be generated and

they need to be representative of the real system. Vejandla,

Dasgupta et. al address this problem in [20], where they use

multi-objective evolutionary techniques on simulated network

traffic to build complex strategies in the anticipation games.

VII. CONCLUSIONS

This paper contributes to the development of robust and

survivable distributed intrusion detection systems (and also

other systems where the same abstract model can be fitted)

by introducing the collective adaptation paradigm which is

not based on explicit communication, but on the individual

adaptation of components working on the shared data. From

the research perspective, our work is based on the results

regarding the convergence of regret minimization approaches

to the set of correlated equilibria [7][6] and a more restricted

result regarding the bounds of regret minimization in infor-

mation sets of extended games [12]. Both results suggest that

explicit communication and collaboration only brings limited

benefit, at the expense of far worse system flexibility.

We may be tempted to achieve better synchronization at

least by signalling from the lower layers to the others, hinting

on the strategy adopted by them and thus reducing the size

of the information sets in which the second layer (and by

extension subsequent layers) performs. However, while this

is a valid possibility for static systems deployed on stable

networks, this would typically require amending the current

de-facto data format standards (tcpdump, NetFlow, various

formats of syslog messages) and reducing the opportunity to

replace a damaged component by opportunistically deployed

replacement. Therefore, we argue that strict adherence
to standard data formats and individual adaptation of
components processing, modifying and producing the data
in standard formats is a valid approach for construction
of survivable intrusion detection systems, and the results

presented in this paper show that such systems do not take

significant performance hit when compared to centrally opti-

mized versions.
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